BIAS IN DATA

The problem of bias in data refers to
systematic errors or distortions that are
present in data, leading to unfair or
inaccurate conclusions when the data is
analyzed or used to train machine

learning models

BACKGROUND

Let us focus now on key aspects of data bias and
their consequences. There are several main
sources of bias in data. Sampling bias occurs when
the data collected is not representative of the
population it is intended to represent. Selection
bias arises when the process of selecting data for
analysis is not random or objective. Measurement
bias occurs when the way data is measured or
collected introduces systematic errors.

Confirmation bias is a cognitive bias where people
tend to seek out and interpret information that
confirms their existing beliefs, leading to biased
data collection or analysis. Historical bias reflects
existing societal inequalities and prejudices that
are embedded in historical data. Algorithmic bias
occurs when the algorithms used to analyze data
or train machine learning models themselves

2

Ethical Engineer

The problem of bias in data
refers to systematic errors or
distortions that are present in
data, leading to unfair or
inaccurate conclusions when
the data is analyzed or used
to train machine learning
models.

introduce bias (usually as a consequence of
primarily used biased data for training the
algorithm).

The consequences of bias in data and algorithms
manifest in three critical domains. First, biased
data can lead to inaccurate predictions and flawed
decisions, creating negative outcomes across
various sectors including healthcare, finance, and
criminal justice. Second, biased algorithms can
perpetuate and even amplify existing societal
inequalities, potentially discriminating against
individuals based on race, gender, ethnicity, or
other protected characteristics. Finally, as these
biases become more apparent, they can
significantly erode public trust in technological
institutions and the algorithmic systems designed
to serve society.

“There are several main sources of bias in
data. Sampling bias occurs when the data
collected is not representative of the

population it is intended to represent.”
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Northeast Medical Analytics had built a reputation for
applying artificial intelligence to improve diagnostic
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accuracy. Their flagship product, DiagnosticAl, was being
implemented in hospitals across the country. When a
routine review revealed troubling disparities, the company

faced a critical dilemma.

Dr. Margaret Thompson, the Chief Data
Scientist, displayed a concerning slide. "Our
analysis shows DiagnosticAl is 87% accurate for
light-skinned patients but only 61% accurate for
those with darker skin tones.”

"How is this possible?" asked Thomas Porter,
the CEO. "I've traced it to our training data.
Over 80% of our images came from hospitals
serving predominantly affluent, light-skinned
populations.”

The discovery sparked an intense debate
between two senior leaders with
fundamentally different perspectives.  Dr.
Robert Grayson, the medical director, argued,
"We need to address this, but we cannot simply
pull the system from all hospitals. In
underserved rural communities where specialist
access is limited, even our imperfect Al provides
better diagnostic support than what was
previously available. A complete recall would
disproportionately harm these vulnerable
populations.”

He continued, "Our ethical obligation is to
maximize overall benefit while working to
improve equity. We should implement a tiered
approach - continue service where it's the best
available option while fast-tracking
improvements.”
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Julia Hartley, the Ethics Officer, strongly
disagreed. "That approach perpetuates a two-
tiered medical system. We're knowingly
providing inferior care to certain demographic
groups - particularly those who have historically
received substandard healthcare. The 26%
accuracy gap isn't a minor glitch; it's a
potentially life-threatening disparity.”

"Our responsibility isn't just to provide 'better
than nothing' care. It's to ensure our
technology meets a minimum standard of
equity. We should pause deployments and
require additional verification for affected
groups until we retrain the algorithm.”

Dr. Grayson shook his head. "That approach
sounds ethical in theory, but in practice, many
facilities don't have specialists available for
additional verification. They'll simply revert to
less accurate manual methods.”

"But 'good' for whom?" Julia challenged.
"We're reinforcing the very disparities our
technology was supposed to help eliminate.”

Thomas listened carefully, understanding that
this decision would set a precedent for how the
company - and perhaps the industry - would
handle the complex intersection of technology,
medicine, and ethics going forward.




Ethical Considerations

= Mitigating Risks

Careful Data Collection

and Sampling

Implement demographic audits of training data to
identify gaps in representation. Establish
partnerships with diverse institutions to access
more comprehensive datasets. Set concrete
diversity targets for data collection and validate
that samples represent the full population the
system  will serve, particularly including
historically marginalized groups.

Data Preprocessing and Cleaning
Examine how data categorization might reinforce
problematic  assumptions.  Address  proxy
variables that could indirectly encode protected
characteristics. Document all cleaning decisions
and their potential impacts on different
populations to ensure transparency and
reproducibility throughout the preprocessing
pipeline.

Bias Detection and

Mitigation Techniques

Deploy counterfactual testing to examine how
outcomes change when only protected attributes
are modified. Develop standardized metrics for
measuring bias across demographic groups.
Establish thresholds that trigger remediation
processes when disparities exceed acceptable
levels, with special attention to high-impact
decisions.
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Fairness-Aware Algorithms

Incorporate fairness constraints during model
development rather than attempting to fix bias
afterward. Implement regularization techniques
that penalize discriminatory patterns. Establish
clear criteria for selecting appropriate fairness
definitions based on the specific context and
stakeholder needs in each application.

Transparency and Explainability

Develop layered explanation systems providing
appropriate detail to different stakeholders.
Ensure interpretability mechanisms allow human
experts to understand why specific
recommendations were made. Communicate

limitations  clearly,  particularly  regarding
performance  disparities across  different
population groups.

Auditing and Monitoring

Track performance disparities across

demographic groups over time through
continuous monitoring. Establish  escalation
protocols when new biases emerge. Conduct
regular third-party audits to provide independent
verification. Review deployed systems
periodically to ensure they continue to meet
ethical standards as technology and societal
norms evolve.



Questions for Reflection

Is it possible to create truly "fair" Al systems? What does "fairness"
even mean in this context? Explore the philosophical and practical
challenges of defining and implementing fairness in technological
systems.

If data reflects the world as it is, and the world is unequal, does that
mean data will inevitably be biased? How can we address this
fundamental paradox in data collection and analysis?

How can our own biases as humans influence the data we collect,
analyze, and interpret? Reflect on the ways unconscious prejudices
and assumptions can infiltrate seemingly objective scientific and
technological processes.

What are the potential long-term consequences of using biased data
and Al systems in society? Consider the ripple effects of technological
bias across different domains like healthcare, criminal justice,
education, and employment.

How can bias in data perpetuate existing inequalities and create new
ones? Analyze the cyclical nature of bias and its ability to reinforce
and even amplify societal disparities.

What is the responsibility of companies and organizations that
develop and deploy Al systems? Examine the ethical obligations of
tech developers beyond mere technical performance.

Can data ever be truly "objective"? Why or why not? Critically
examine the concept of objectivity in data collection, analysis, and
interpretation.

How can we move beyond simply detecting and mitigating bias to
actively promoting equity and inclusion through data and Al?
Develop forward-thinking strategies that transform technological
systems into tools for positive social change.

What is the role of regulation and policy in addressing bias in data
and Al? Explore the potential and limitations of governmental and
institutional interventions in technological ethics.

Why is it important to have diverse teams working on data analysis
and Al development? Discuss how diversity in team composition can
be a critical strategy for identifying and mitigating potential biases.
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